FacetCorp

Creating Network Captures with Wireshark

To troubleshoot network problems it sometimes becomes necessary to make
a packet capture demonstrating the problem. Follow the directions in this
note to create a network capture that you can submit to FacetCorp support
for analysis.

Wireshark is a useful utility for capturing network data packets between two
or more systems. Wireshark Download

Once you have Wireshark running, select the interface that you will be
capturing through if you have multiple interfaces displayed.

Filter: ;

The World's Most Popular |

Interface List

L list of the capture interfaces [counts incoming packets)

Start capture on interface:

El hicrosoft
E hAS Tunnel Interface Driver

E' Realtek RTL8102E PCI-E Fast Ethernet NI -p—n—v
Capture Options

St a capture with detiled options

Once the interface is selected, Wireshark will begin to capture data packets
via that interface. At this point re-create your network problem so that the
event can be captured. Watch the packet count at the bottom of the
Wireshark display page. The count should increase as data packets are
displayed and captured:
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%' Realtek RTL8102E PCI-E Fast_E'tI'lernet NIC - Wireshark

File Edit Miew Go Capture Analyze  Statistics Telephnnz Tools  Help

BN il B @ 8 B Iterfaces., vl o S TF & | ;
_ _ | il Options.. Ctrl+k £ = _
Filter: |ip.addr == 192.1E: B Start Crl+E 0 |; Expression..,
Ma, . Time i @ Stop Cirl+E Destinatiaon
121 25.65366¢ B Restart Ctrl+R [92.1566. 50 192.168.
122 25.65396¢ : 5,166, 50 152,168,
e e B Capture Filters...
124 25.682791 150,250,164, 50 1592.168.

125 25.684809 195, 29,166, 50 192.168.

168,
168,

192,
15z,

TR
166,

127 25.714699 159. .
128 25.716964 199. 25,

25, 745457 20,166, 50 152,168,
131 25.749630 .29.166. 50 197,168,

RTTELE EETREET 152.168.
134 25.777807 195.20.166. 50 102.168.

When the problem has been captured you can save the capture session to a
file that can be emailed to FacetCorp.

Use the Capture menu option dropdown box to select Stop capture. When
you exit the program you will be asked if you want to save the captured
data. Save it to a file on your system and give it an extension of “cap”. You
can also use the File menu option and select Save As.

Along with the capture, send us the following information:

1. The partnumber of the FacetCorp product being captured

2. Your server OS information (uname -a, uname -X or oslevel)
3. Entries generated in “syslog” or "messages” during the capture

4. The IP addresses that should be examined in the capture (client and
server)

5. A brief description of the problem being reported.

6. Send us all these items via email to: support@facetcorp.com

Your capture file will be submitted to the FacetCorp development team for
review. A technical support agent will contactyou with information regarding
your reported problem after it has been analyzed.
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